Protecting Small Businesses from Ransomware and Phishing Attacks

1. The Foundational Pillars: Risk Management, Security Governance, and Incident
Response

A cybersecurity plan for any small business rests on three fundamentals: risk management,
security governance, and incident response (Plus One Technology, n.d.). Each plays a role in
protecting an organization's digital assets and ensuring its adaptability against cyber threats.

Risk management is an ongoing process that involves identifying, assessing, treating, and
monitoring the various risks that could potentially impact an organization's valuable information
assets (Plus One Technology, n.d.). This begins with conducting risk assessments, which are
crucial for a small business to gain a clear understanding of the specific vulnerabilities that exist
within its systems and threats it faces from the external factors (Plus One Technology, n.d.). By
knowing what assets are most valuable and analyzing the potential impact of various cyber
threats, a small business can then make decisions about how to address these risks.

Security governance provides the general framework that establishes the system of rules,
defines the best practices, and outlines the necessary processes where an organization
effectively directs and closely controls all of its security-related activities (Anwita, 2024). A
backbone of security governance is clear and understandable security policies. These
documents play a vital role in setting strict guidelines for acceptable behavior by employees and
other stakeholders and in defining the procedures for the proper protection of sensitive data
(Plus One Technology, n.d.).

An incident response represents an organized approach that a small business takes to
effectively address and manage the aftermath of a security breach or a cyberattack (Plus One
Technology, n.d.). The primary purpose of creating a detailed incident response plan is to
minimize the potential damage caused by an attack, to ensure the restoration of normal
business operations, and to maintain business in case of disruptive events (Plus One
Technology, n.d.).

2. Building a Strong Security Governance Framework for Small Businesses

Establishing a clear security governance framework is crucial for small businesses seeking to
protect themselves from the threats of ransomware and phishing attacks.

One of the most critical security policies for a small business is the Acceptable Use Policy
(AUP). This policy lays a set of rules that defines what is acceptable and unacceptable use of all
company IT resources, including computers, networks, and the data they contain (Thurmond,
2024). A well-defined AUP typically includes specific restrictions on certain websites, engaging
in any illegal activities using company resources, guidelines for downloading and installing
software, and strict rules on confidentiality and proper handling of sensitive information
(Thurmond, 2024). The policy should address the personal use of company-provided devices
and network access, setting clear boundaries to prevent misuse or activities that could
potentially compromise the security of the organization (Grimmick, 2024). It is also crucial for



the AUP to state that employees should have no expectation of privacy when using company-
owned equipment and that the company reserves the right to monitor usage for security and
compliance purposes (Firch, 2024).

Effective access control measures are another vital component of a strong security
framework. Implementing role-based access control is essential to ensure that employees are
granted access only to the specific data and IT systems that are strictly necessary for them to
perform their assigned job roles (Plus One Technology, n.d.). This principle of the “least
privilege” significantly limits the potential damage that could result from a compromised
employee account, whether due to an internal or external threat. Enforcing strong password
policies is also needed, requiring employees to create complex passwords that meet specific
length and character requirements and to change them regularly. Small businesses should also
implement multi-factor authentication (MFA), which adds an extra layer of verification beyond
just a password, making it significantly more difficult for unauthorized individuals to gain access
to sensitive accounts and systems. Finally, small businesses should consider implementing
physical access controls, such as key card systems or biometric scanners, to restrict
unauthorized entry to physical locations where sensitive data or critical IT infrastructure is
housed (Plus One Technology, n.d.).

A clear Data Classification Policy is another crucial element of security governance. This
policy involves systematically categorizing all the organization's data based on its level of
sensitivity and its overall value to the business (Anwita, 2024). Common data classification
levels include Public, Internal, Confidential, and Restricted, each reflecting an increasing level of
sensitivity and the potential impact of unauthorized disclosure. Once data is classified, the policy
must clearly define the specific handling procedures that must be followed for each classification
level, including guidelines for access, secure storage, appropriate transmission methods, and
secure disposal when the data is no longer needed (iDox.ai, n.d.). To ensure that employees
can easily identify the sensitivity of data, the policy should also implement clear labeling or
tagging mechanisms (iDox.ai, n.d.). Furthermore, establishing clear data retention policies that
specify how long different types of data must be kept and data deletion policies that outline the
procedures for secure data disposal are essential for minimizing the risk of data breaches from
outdated or unnecessary information (Adsero Security, n.d.).

3. Implementing Effective Security Policy Enforcement

Just a well-crafted security policy isn’t enough; their effective implementation and consistent
enforcement are necessary for maintaining a strong cybersecurity wall within a small business.

Employee training and awareness programs play a pivotal role in ensuring that all employees
understand their responsibilities in maintaining the security of the organization's information
assets (Plus One Technology, n.d.). These programs should include regular training sessions
that cover the organization's security policies and best practices, such as how to recognize and
avoid phishing attempts, the importance of practicing good password hygiene, and the correct
procedures for handling sensitive data (Plus One Technology, n.d.). Utilizing a variety of training
methods, including online courses, interactive seminars, practical workshops, and regular



security awareness emails, can help reinforce key concepts and ensure that employees have
multiple opportunities to learn and retain the information (Plus One Technology, n.d.). A critical
aspect of these programs is to emphasize the importance of employees promptly reporting any
suspicious activity or potential security threats they encounter (Plus One Technology, n.d.).
Employee training should not be viewed as a one-time event but rather as an ongoing process.
Regular reinforcement and timely updates are crucial to maintain a high level of security
awareness and to ensure that employees can adapt to the ever-evolving landscape of cyber
threats.

Implementing appropriate technological controls is another essential element of effective
security policy enforcement. These controls can automate the enforcement of certain policies
and provide a technical barrier against potential threats (Plus One Technology, n.d.). Examples
of such controls include enforcing password complexity requirements and mandatory password
change intervals, requiring the use of multi-factor authentication for accessing sensitive
systems, deploying web content filters to block access to known malicious websites, and
restricting employees' ability to install unauthorized software (Plus One Technology, n.d.).
Additionally, deploying robust endpoint protection software on all company devices, configuring
firewalls to control network traffic, and implementing intrusion detection and prevention systems
(IDS/IPS) can significantly enhance the organization's security posture (Plus One Technology,
n.d.). Employing encryptions for all sensitive data, both when it is stored (at rest) and when it is
being transmitted (in transit), is also a critical technological control that protects the
confidentiality of information even if it is intercepted by unauthorized parties (Plus One
Technology, n.d.). Where possible, small businesses should leverage security tools and
platforms to automate the enforcement of security policies, which can improve efficiency and
consistency.

Conducting regular audits and reviews is vital for evaluating the organization's adherence to
its established security policies and for assessing the overall effectiveness of the implemented
security controls (Plus One Technology, n.d.). These periodic assessments help identify any
gaps in policy implementation, uncover potential vulnerabilities in the security infrastructure, and
determine areas where the existing security measures need to be improved (Plus One
Technology, n.d.). Furthermore, it is essential to establish a schedule for regularly reviewing and
updating the security policies themselves to ensure that they remain relevant and can effectively
address new and emerging cyber threats, as well as any changes in the organization's
technology or business operations (Thurmond, 2024).

Finally, establishing clear accountability for adhering to security policies and defining the
consequences of policy violations are critical for ensuring that employees take these policies
seriously (Adsero Security, n.d.). The organization must ensure consistent enforcement of its
security policies across all employees, regardless of their role or seniority, to foster a security-
conscious culture (Grimmick, 2024). Implementing clear mechanisms for employees to report
security policy violations and establishing well-defined procedures for addressing and resolving
these violations are also essential (Adsero Security, n.d.). Consistent enforcement of security
policies, coupled with clear consequences for non-compliance, reinforces the importance of
these policies and contributes significantly to a stronger overall security posture.



4. Developing a Comprehensive Incident Response Plan for Ransomware and Phishing
Attacks

Even with robust security governance and effective policy enforcement, small businesses must
be prepared to handle security incidents such as ransomware and phishing attacks. A
comprehensive Incident Response Plan (IRP) is essential for minimizing the damage and
ensuring a swift recovery (Plus One Technology, n.d.). Based on established frameworks like
NIST and SANS, a typical IRP involves several key stages (Coalition, n.d.).

The Preparation stage is crucial and involves laying the groundwork before an incident occurs
(Coalition, n.d.). This includes clearly defining the roles and responsibilities of the Incident
Response Team (CSIRT), which should be a cross-functional group with representatives from
IT, management, and potentially legal or public relations (Plus One Technology, n.d.). A detailed
incident response plan document should be developed and regularly updated, outlining the
procedures for handling various types of security incidents (Plus One Technology, n.d.).
Establishing clear communication protocols and reporting procedures is also vital to ensure
that information flows effectively during an incident (Adsero Security, n.d.). The preparation
phase also involves acquiring the necessary tools and resources for incident detection,
analysis, containment, eradication, and recovery (Kavaliro, n.d.). Regular training and testing
of the IRP through simulations, such as tabletop exercises, phishing simulations, and even
simulated ransomware attacks, are essential to identify weaknesses and ensure the team is
prepared to respond effectively (Plus One Technology, n.d.). Finally, maintaining an up-to-date
inventory of IT assets, critical business functions, and readily accessible data backups is
crucial for understanding the scope of an attack and prioritizing recovery efforts (Kavaliro, n.d.).

The Detection and Analysis stage focuses on identifying and understanding a potential
security incident (Plus One Technology, n.d.). Implementing monitoring systems to detect
unusual or suspicious activity on the network and individual devices is a key part of this stage
(Plus One Technology, n.d.). Establishing clear procedures for employees to report any
suspected security incidents is also crucial (Plus One Technology, n.d.). Once a potential
incident is reported or detected, the incident response team must analyze the available
information to determine if a genuine security incident has occurred and to assess its scope and
severity (Kavaliro, n.d.). For a suspected ransomware attack, specific indicators to look for
include ransom messages displayed on computer screens, files that have been encrypted and
now have unusual file extensions, and unusually high CPU usage on affected machines (IT
Support, n.d.). In the case of a potential phishing attack, analysis should focus on examining
email headers and sender addresses for inconsistencies, carefully reviewing the email content
for suspicious links or attachments and investigating any user reports of suspicious messages
(Lumu Technologies, n.d.).

The Containment stage aims to limit the damage caused by the incident and prevent it from
spreading further within the organization's systems (Kavaliro, n.d.). This often involves isolating
affected computer systems and network segments from the rest of the network (Kavaliro, n.d.).
Any compromised user accounts should be immediately disabled, and access privileges
should be restricted (Kavaliro, n.d.). In the specific case of a ransomware attack, it is critical to



immediately disconnect any infected machines from the network to prevent the ransomware
from spreading to other devices and encrypting more files (Exabeam, n.d.). For a phishing
attack, containment actions might include quarantining the malicious email messages and
blocking any identified malicious URLs or internet domains that the phishing emails directed
users to (Lumu Technologies, n.d.).

The Eradication stage focuses on completely removing the threat from all affected systems
(Kavaliro, n.d.). For a ransomware infection, this typically involves reformatting the hard drive of
the infected computer and then reinstalling the operating system and applications from a known
clean image (Exabeam, n.d.). In the case of a phishing attack, eradication may involve removing
any malware that was installed because of the phishing attempt and identifying and then
mitigating any vulnerabilities that were exploited by the attackers (Exabeam, n.d.). It is also
essential to apply any necessary software patches to address the exploited vulnerabilities and
prevent future attacks (Exabeam, n.d.).

The Recovery stage involves restoring the affected systems and any lost data to their normal
operational state (Kavaliro, n.d.). This often involves restoring files and systems from the most
recent clean data backups (Kavaliro, n.d.). It is crucial to verify the integrity of all restored
systems and data to ensure that they are free from any residual malware or corruption
(Exabeam, n.d.). In some cases, it may be necessary to completely rebuild compromised
systems (Graphus, 2023). As part of the recovery process, all passwords for potentially affected
user accounts should be reset to prevent any further unauthorized access (Lumu Technologies,
n.d.). Systems should be brought back online gradually, with careful monitoring to detect any
signs of further malicious activity (Exabeam, n.d.).

The final stage is Post-Incident Activity, also known as the "lessons learned" phase (Kavaliro,
n.d.). After an incident has been resolved, it is essential to conduct a thorough post-incident
analysis to identify the root cause of the attack, understand its overall impact on the business,
and document any valuable lessons that were learned during the response process (Kavaliro,
n.d.). All details of the incident, the specific actions that were taken by the incident response
team, and the final outcomes should be carefully documented (Adsero Security, n.d.). Based on
the findings of the post-incident analysis, the organization should then update its incident
response plan and its existing security policies to address any identified weaknesses and to
incorporate the lessons learned (Coalition, n.d.). It is also important to communicate the findings
and any updates to relevant stakeholders within the organization (Coalition, n.d.). Finally, the
small business should consider whether there are any legal or regulatory requirements for
reporting the security incident to external authorities or affected parties (Plus One Technology,
n.d.).

Risk management principles play a crucial role throughout the entire incident response planning
process. Risk assessments help in prioritizing critical assets and essential business
functions, which in turn informs the recovery priorities in the incident response plan (Plus One
Technology, n.d.). Understanding the potential impact of different types of security incidents,
such as ransomware versus phishing, directly influences the specific procedures that are
outlined in the incident response plan for handling each type of attack (Plus One Technology,



n.d.). Furthermore, considering the likelihood of various attack scenarios, as identified through
the risk assessment process, is essential for making informed decisions about how to allocate
limited resources for incident response preparedness efforts (Plus One Technology, n.d.).

5. Hypothetical Attack Scenario and Response

Consider a hypothetical scenario where an employee at a small accounting firm receives an
email that appears to be from a well-known software vendor. The email states that there is an
urgent security update that needs to be installed and includes a link to download the update.
Unbeknownst to the employee, this email is a sophisticated phishing attempt designed to deliver
ransomware. The employee, believing the email to be legit, clicks the link and downloads the
“‘update”, which in reality is a ransomware payload.

Shortly after the download, the employee notices their computer becoming sluggish, and then a
window pops up demanding a ransom payment in cryptocurrency in exchange for decrypting
their files. The files on their local drive, as well as several shared network drives, they had
access to, are now inaccessible and have been renamed with a strange new extension.

Upon seeing the ransom note, the employee, who has received security awareness training
from the company, immediately recognizes this as a potential ransomware attack and promptly
reports the incident to the designated IT support contact. The IT contact, following the small
business's pre-established incident response plan, immediately activates the incident response
team, which consists of the IT manager and a senior member of the management team.

The incident response team follows the defined stages of the incident response plan. In the
detection phase, they confirm the ransomware infection based on the employee's report and
the visible symptoms, including the ransom note and the encrypted files. In the containment
phase, the infected computer is immediately disconnected from the company network by
unplugging the network cable to prevent the ransomware from spreading further to other
devices and encrypting more data. The IT manager also quickly identifies and isolates the
affected shared network drives to limit the scope of the encryption. For eradication, the IT
manager decides to reformat the hard drive of the infected computer and reinstall the operating
system and all necessary software from known clean backups. In the recovery phase, once the
operating system is reinstalled and verified to be clean, the IT manager restores the employee's
files from the most recent clean backup that was taken the previous night. As a precautionary
measure, the passwords for the employee's email account and other potentially compromised
accounts are reset. Finally, in the post-incident activity phase, the incident response team
conducts a thorough analysis to understand how the ransomware was able to infect the system.
They determine that the company's existing email filtering system did not catch the
sophisticated phishing email, and the employee, while having received training, was still tricked
by the convincing nature of the email. Based on these findings, the company decides to
enhance its email filtering capabilities by implementing a more advanced solution and to provide
additional, targeted training to all employees specifically on how to identify and avoid
sophisticated phishing attacks that deliver ransomware. The incident response plan is also
updated to include more specific steps for handling ransomware attacks originating from



phishing emails.

This hypothetical scenario illustrates how the integration of security policies (like the incident
reporting procedure taught in the security awareness training), risk awareness (the employee
recognizing the signs of a ransomware attack), and a well-defined incident response plan can
be effectively activated to mitigate the impact of a cyberattack on a small business.

6. Conclusion and Actionable Recommendations

In conclusion, an integrated approach to cybersecurity, encompassing risk management,
security governance, and incident response, is not merely asked of it but absolutely essential for
small businesses striving to protect themselves from the present and evolving threats of
ransomware and phishing attacks. Each of these components plays a vital and interconnected
role in building a strong cybersecurity wall. Effective risk management provides the general
understanding of potential threats and vulnerabilities, guiding the development of targeted
security policies and incident response strategies. Strong security governance establishes the
necessary framework of rules, practices, and processes to proactively manage and control
security activities within the organization. Finally, a clear and concise incident response plan
ensures that the small business is well-prepared to react swiftly and effectively when security
incidents inevitably occur, minimizing potential damage and ensuring business continuity.

To effectively implement an integrated cybersecurity strategy, small businesses should consider
the following actionable recommendations:

Conduct regular risk assessments

Develop and implement essential security policies

Establish effective policy enforcement mechanisms

Create and regularly test a comprehensive incident response plan
Ensure unwavering senior management

Consider engaging professional cybersecurity services or

Ultimately, small businesses must recognize that cybersecurity is not a one-time thing but an
ongoing process that demands continuous attention, regular review, and adaptation to the
cyberthreat landscape. Rather than striving for an stable state of absolute security, the focus
should be on building a resilient cybersecurity posture — one that enables the business to
withstand attacks, quickly detect and effectively respond to incidents, and recover efficiently,
ensuring its long-term operational continuity and success.
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