Hypothetical Virtualization and Security Report
The intended environment setup involves using Docker Desktop to create and manage a
containerized virtual environment. The specific steps planned for the setup are detailed below:

1.

2.

Install Docker Desktop: Download and install Docker Desktop for the host operating

system (Windows, macOS, or Linux) from the official Docker website.

Pull a Kali Linux Image: Use the Docker CLI to pull the Kali Linux image from Docker

Hub. The command to pull the image is:

docker pull kalilinux/kali

Create a Docker Container: Create a container from the Kali Linux image using the

docker run command. The command used is:

docker run -it --name kali-security kalilinux/kali /bin/bash

o -it: Interactive terminal.

o --name kali-security: Assigns the name "kali-security" to the container.

o /bin/bash: Specifies the command to run when the container starts (in this case, the
Bash shell).

Update Software: Once inside the Kali container, update the package lists and upgrade the

installed software to the latest versions using the apt package manager. This ensures that the

container is running the most recent software and security patches. The commands used are:

apt update

apt upgrade -y

Install Additional Software: Install any additional software required for specific security

tasks, such as network tools (e.g., net-tools, nmap) or a text editor (e.g., vim). The apt install

command is used for this purpose. For example:

apt install net-tools nmap vim -y

Security Configuration

The next phase involves configuring security measures within the Kali container to restrict
access and protect the system from potential threats. The primary tool for this is iptables, a
powerful command-line firewall utility for Linux.

1.

Firewall Rules with iptables:

o Default Policies: Set the default policies for the INPUT, FORWARD, and OUTPUT
chains to DROP. This ensures that any traffic not explicitly allowed is blocked.
iptables -P INPUT DROP
iptables -P FORWARD DROP
iptables -P OUTPUT DROP

o Allowing SSH Traffic: Allow SSH traffic (port 22) to the container from a specific IP
address or network. This enables secure remote access to the container.
iptables -A INPUT -p tcp --dport 22 -s 192.168.1.0/24 -j ACCEPT

-A INPUT: Append the rule to the INPUT chain.

-p tep: Specify the TCP protocol.

--dport 22: Specify the destination port (22 for SSH).

-5 192.168.1.0/24: Specify the source IP address or network.

-} ACCEPT: Specify the action to take (accept the traffic).

o Allowing Outbound HTTP/HTTPS Traffic: Allow the container to initiate outbound
HTTP (port 80) and HTTPS (port 443) connections. This is necessary for software
updates and other network communication.



iptables -A OUTPUT -p tcp -m multiport --dports 80,443 -} ACCEPT

o Allowing Ping (ICMP) Requests: Allow ping requests from a specific network.
iptables -A INPUT -p icmp -s 192.168.1.0/24 --icmp-type 8 -j ACCEPT
iptables -A OUTPUT -p icmp --icmp-type 0 -j ACCEPT

o Logging Dropped Packets: Log any packets that are dropped by the firewall. This
helps in monitoring and troubleshooting network traffic.
iptables -A INPUT -j LOG --log-prefix "Dropped Input: "

2. User Account Management:

o Create a New User: Create a new user account with limited privileges for day-to-day
tasks. Avoid using the root account whenever possible.
adduser regularuser

o Add User to Sudo Group (with caution): If necessary, add the new user to the sudo
group to allow them to execute commands with elevated privileges. However, this
should be done with caution and only when required.
usermod -aG sudo regularuser

o Set Password Policy: Enforce a strong password policy for all user accounts, including
minimum length, complexity, and expiration requirements. This can be done through
the /etc/login.defs file or using the pam_pwquality module.

o Disable Root Login via SSH: Disable root login via SSH to prevent unauthorized
access to the system. This is done by editing the /etc/ssh/sshd_config file and setting
PermitRootLogin no.

Automation (Optional)

While not implemented in this hypothetical setup, a Bash script could be used to automate the
container setup and security configuration. Here's an example of a Bash script that performs
some of the tasks described above:

#!/bin/bash

# Set up a Kali Linux container with basic security configurations

# Pull the Kali image
docker pull kalilinux/kali

# Run the container

docker run -it --name kali-security kalilinux/kali /bin/bash <<EOF
# Update software
apt update -y
apt upgrade -y

# Install necessary tools
apt install net-tools nmap vim -y

# Set default firewall policies
iptables -P INPUT DROP
iptables -P FORWARD DROP
iptables -P OUTPUT DROP

# Allow SSH from specific network



iptables -A INPUT -p tcp --dport 22 -s 192.168.1.0/24 -} ACCEPT

# Allow outbound HTTP/HTTPS
iptables -A OUTPUT -p tcp -m multiport --dports 80,443 -j ACCEPT

# Create a new user

adduser regularuser

usermod -aG sudo regularuser

echo "regularuser:password123" | chpasswd #Password not secure but only example
# Disable root login

sed -1 's/"PermitRootLogin yes/PermitRootLogin no/' /etc/ssh/sshd config

echo "Container setup and security configuration complete."
EOF

echo "Container 'kali-security' is running. You can attach it with: docker attach kali-security"

Cloud Platform Extension

Real-world cloud platforms like AWS and Azure provide a more comprehensive and scalable
approach to virtualization and security. Here's how the concepts explored in this local setup
translate to the cloud:

e Virtualization: Instead of Docker on a local machine, cloud providers offer virtual
machines (VMs) through services like Amazon EC2 (AWS) and Azure Virtual Machines.
These VMs provide more robust and scalable computing resources.

e Firewalls: Cloud platforms use virtual firewalls called Security Groups (AWS) and
Network Security Groups (Azure) to control network traffic to and from VMs. These offer
similar functionality to iptables but with a cloud-based management interface, scalability,
and integration with other cloud services.

e Identity and Access Management (IAM): Cloud providers offer sophisticated IAM
systems (AWS IAM, Azure Active Directory) to manage user identities and access to
resources. These systems allow for granular control over permissions, enabling the principle
of least privilege at a much larger scale than local user management.

e Automation: Cloud platforms provide extensive automation capabilities through services
like AWS CloudFormation and Azure Resource Manager. These services allow users to
define infrastructure as code, enabling the automated creation, configuration, and
deployment of resources, including VMs, networks, and security rules. This automation is
far more advanced than a simple Bash script, offering features like version control, rollback,
and dependency management.

e Auto Scaling: Cloud platforms can automatically scale resources up or down based on
demand. For example, if a web application experiences a surge in traffic, AWS Auto
Scaling can automatically launch additional EC2 instances to handle the load. This dynamic
scaling is a key feature of cloud computing and is not easily replicated in a local
environment

Reflection and Challenges
Setting up a secure virtual environment, even hypothetically, presents several challenges:
o Complexity of Security Configuration: Correctly configuring firewall rules and user
privileges can be complex, especially for more advanced scenarios.



Keeping Systems Updated: Maintaining the security of a virtual environment requires an
ongoing effort to keep the operating system and software up to date with the latest security
patches. Automation tools can help with this, but it remains a critical task.

Resource Management: In a local environment, resources such as CPU, memory, and disk
space are limited. Careful planning is needed to ensure that the virtual environment does not
overload the host system. Cloud platforms offer more flexible resource management but can
also introduce cost considerations.

Differences Between Local and Cloud Environments: While a local setup can provide a
good introduction to virtualization and security concepts, it's important to recognize the
differences between a local environment and a full-fledged cloud platform. Cloud platforms
offer a wider range of services, greater scalability, and more sophisticated management
tools.

Future Improvements

Implement a More Robust Firewall Solution: Explore using a more advanced firewall
solution, such as firewalld, which offers more dynamic and flexible firewall management
compared to basic iptables.

Use Configuration Management Tools: Incorporate configuration management tools like
Ansible or Puppet to automate the setup and configuration of the virtual environment. This
would make the process more repeatable and less error-prone.

Simulate Network Segmentation: Create multiple virtual networks or subnets to simulate
network segmentation, a key security practice in cloud environments. This would involve
configuring routing and firewall rules to control traffic flow between different segments.
Implement Intrusion Detection: Install and configure an intrusion detection system (IDS),
such as Snort or Suricata, to monitor network traffic for malicious activity.

Use Docker Compose: If Docker were available, using Docker Compose to define and
manage multi-container applications would be a valuable addition, better simulating real-
world deployments.

Conclusion

This report has detailed the steps involved in setting up a local virtual environment for practicing
virtualization and security tasks and has provided a hypothetical setup since a local environment
could not be created. While a local setup provides valuable learning experience, it's important to
understand how these concepts are extended and enhanced in real-world cloud platforms. Cloud
providers offer a more comprehensive suite of services, greater scalability, and more advanced
automation capabilities, enabling organizations to build and manage secure and reliable
applications at scale.
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# Flush existing rules
iptables -F

# Set default policies

iptables -P INPUT DROP
iptables -P FORWARD DROP
iptables -P OUTPUT DROP

# Allow SSH from 192.168.1.0/24
iptables -A INPUT -p tep --dport 22 -s 192.168.1.0/24 -j ACCEPT

# Allow outbound HTTP/HTTPS
iptables -A OUTPUT -p tcp -m multiport --dports 80,443 -j ACCEPT

# Allow Ping from 192.168.1.0/24
iptables -A INPUT -p icmp -s 192.168.1.0/24 --icmp-type 8 -] ACCEPT
iptables -A OUTPUT -p icmp --icmp-type 0 -j ACCEPT

# Log dropped packets
iptables -A INPUT -j LOG --log-prefix "Dropped Input: "

Appendix B: Hypothetical User Account Rules

e Created a new user: regularuser

e Added regularuser to the sudo group.

e Password policy (hypothetical):
o Minimum length: 8 characters
o Complexity: Requires uppercase, lowercase, numbers, and symbols
o Expiration: 90 days

e Root login via SSH is disabled.

Appendix C: Optional Hypothetical Python Automation Script
#!/ust/bin/env python3

import docker
import subprocess
import time

def run_command(command):

nmnn

Runs a shell command and prints the output.

Args:
command (str): The command to run.

nmnn

print(f"Running command: {command}")

try:
result = subprocess.run(command, shell=True, check=True,



capture output=True, text=True)
print(result.stdout)
if result.stderr:
print(f"Error: {result.stderr}")
except subprocess.CalledProcessError as e:
print(f"Command failed with error: {e}")
print(f'Output: {e.output}")
raise

def main():

Main function to set up the Kali container.

nmnn

client = docker.from_env()

# 1. Pull the Kali image
try:
print("Pulling the Kali Linux image...")
client.images.pull("kalilinux/kali")
print("Kali Linux image pulled successfully.")
except docker.errors. APIError as e:
print(f"Error pulling image: {e}")
return

# 2. Run the container
try:
print("Running the Kali Linux container...")
container = client.containers.run(
"kalilinux/kali",
"/bin/bash",
name="kali-security",
detach=True, # Run in detached mode
tty=True, # Allocate a pseudo-TTY
)
print(f"Container 'kali-security' started with ID: {container.id}")
# Give the container a moment to start
time.sleep(5)

except docker.errors. APIError as e:
print(f"Error running container: {e}")

return

#Get a reference to the container
container = client.containers.get("kali-security")

# 3. Update software and install tools



print("Updating software and installing tools...")
commands = [
"apt update -y",
"apt upgrade -y",
"apt install net-tools nmap vim -y",
]
for command in commands:
try:
# Use docker exec to run commands inside the container
exec_result = container.exec_run(command)
if exec result.exit code !=0:
print(f"Error running command: {command}")
print(exec_result.output.decode('utf-8'))
return
print(exec_result.output.decode('utf-8'))
except docker.errors.APIError as e:
print(f"Error executing command in container: {e}")
return
print("Software updated and tools installed.")

# 4. Configure firewall rules
print("Configuring firewall rules...")
firewall commands = [
"iptables -P INPUT DROP",
"iptables -P FORWARD DROP",
"iptables -P OUTPUT DROP",
"iptables -A INPUT -p tcp --dport 22 -s 192.168.1.0/24 -j ACCEPT",
"iptables -A OUTPUT -p tcp -m multiport --dports 80,443 -j ACCEPT",
"iptables -A INPUT -p icmp -s 192.168.1.0/24 --icmp-type 8 -] ACCEPT",
"iptables -A OUTPUT -p icmp --icmp-type 0 -} ACCEPT",
"iptables -A INPUT -j LOG --log-prefix 'Dropped Input: ",
]
for command in firewall commands:
try:
exec_result = container.exec_run(command)
if exec_result.exit code != 0:
print(f"Error configuring firewall: {command}")
print(exec_result.output.decode('utf-8'))
return
except docker.errors.APIError as e:
print(f"Error executing command in container: {e}")
return
print("Firewall rules configured.")

# 5. Create a new user
print("Creating a new user...")



try:
exec_result = container.exec_run("adduser regularuser")
if exec result.exit code !=0:
print(f"Error creating user: adduser regularuser")
print(exec result.output.decode('utf-8'))
return
exec_result = container.exec run("usermod -aG sudo regularuser")
if exec result.exit code !=0:
print(f"Error adding user to sudo group: usermod -aG sudo regularuser")
print(exec_result.output.decode('utf-8'))
return
exec_result = container.exec_run("echo 'regularuser:password123' | chpasswd")
if exec_result.exit_code !=0:
print(f"Error setting password: echo 'regularuser:password123" | chpasswd")
print(exec_result.output.decode('utf-8'))
return

except docker.errors.APIError as e:
print(f"Error executing command in container: {e}")
return
print("New user 'regularuser' created and added to sudo group.")

# 6. Disable root login via SSH
print("Disabling root login via SSH...")
try:
exec_result = container.exec_run(
"sed -1 's/*PermitRootLogin yes/PermitRootLogin no/' /etc/ssh/sshd_config"
)
if exec_result.exit code !=0:
print(f"Error disabling root login: sed command")
print(exec_result.output.decode('utf-8'))
return
except docker.errors. APIError as e:
print(f"Error executing command in container: {e}")
return
print("Root login via SSH disabled.")

print("Container setup and security configuration complete.")

print("Exiting, but container is still running. You can attach to it with: docker attach kali-
security")

if name ==" main ":
main()



